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Fig. 5 — Scans on January 23, 2013 by individual scanning units. From PIPS
database. User/Login (correlated toglmandomized identifiers from Table 2,
above) “I” on the right (n=221); “B” on the left (n=5757).

VI. ALPR DATA AS PUBLIC RECORD

Because information can provide and facilitate power, the collection and use of
large amounts of information (including ALPR data) can significantly impact the
relationships between governments and their citizens.'” Access to information
about government activities is often a prerequisite to gaining and exercising power
or seeking redress for potential rights violations stemming from secret activities of
others.'”” The openness of the SPD, evidenced by their willing disclosure of
detailed ALPR databases stands in sharp contrast to states where statutes now
restrict public access to this type of data, such as in Minnesota, Maine, Arkansas,
Utah, and Vermont. In these jurisdictions, this willingness to allow government
surveillance (albeit with varying limitations) and limit citizens the rights of
reciprocal surveillance, represents a potential imbalance in power between citizens
and their governments. This imbalance has the ability to tip the scales of power
and limit the ability of the people to exercise democratic oversight and control
those they have put in power to represent them.'”®

As stated by the California Supreme Court,

it has long been apparent that the desire for privacy must at many points give way

before our right to know, and the news media's right to investigate and relate, facts
Lo . 177

about the events and individuals of our time.
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Freedom of information (FOI) laws have provided a great deal of access to
government records in recent years, and they serve as a powerful and effective
means for empowering oversight by journalists and ordinary citizens. In a very real
sense, these laws provide a legal mechanism for citizen-initiated surveillance from
underneath (sometimes termed “sousveillance”'’® or the “participatory
panopticon™””). This form of reciprocal surveillance (which may take numerous
forms, including public access to ALPR data generated by the state or local
governments) grants citizens greater power to check government abuse and force
even greater transparency.'™ Edward Snowden’s decision to leak classified NSA
intelligence documents to the press in 2013 certainly reinvigorated national and
international critique of large-scale surveillance programs, but the controversies are
not really all that new. And they do not exist solely at the level of national
intelligence.

VII. CONCLUSION

As government agencies and law enforcement departments increasingly adopt
big-data surveillance technologies as part of their routine investigatory practice,
personal information privacy concerns are the obvious jumping-off point for
critique and media coverage. However, law enforcement goals of more effective
and efficient policing to keep our streets and communities safe are also weighty
values that must be balanced against privacy concerns. How to strike the right
balance is, of course, a tricky question that will no doubt attract much scholarly ink
in the years to come. In the context of ALPR use, though, this paper advances a
few normative claims.

First, we must strike a balance between allowing large-scale ALPR
deployment and the privacy rights of individual citizens. Second, we must also
strike a balance between personal privacy and granting access to government
information, such as ALPR databases, since the disclosure of un-redacted license
plate information (as well as enough geolocational coordinates) can be easily tied
to an individual person, address, or place of business. Public access to this data
also risks officer privacy, and limiting access would eviscerate the public’s ability
to conduct certain types of oversight made possible by access to detailed officer
movements. Despite all these competing interests, a few conclusions seem
apparent, given the obvious biases expressed throughout this paper. These
conclusions do limit public access, but they do so to preserve the privacy rights of
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innocent citizens (and, as a consequence, also protect the privacy of individual
police officers).

As a first step, we ought to limit data retention on non-hit scans in a reasonable
amount of time, as indicated by the BCIPC’s report to the VPD. This would have
two consequences: 1) it would protect the privacy of innocent citizens (those whose
plates are not legitimately on any law enforcement hotlist) by limiting the ability of
the police to conduct after-the-fact analysis of these individuals’ historical
movements and, 2) it would limit the ability of anyone to track an officer’s precise
movements with such great accuracy. There are two potential options for this
solution: either we require non-hot data to be purged from the database within a
reasonable amount of time (in British Columbia, for example, VPD is required to
redact this information at the end of every shift, prior to sharing data with the
RCMP) or we require the anonymization of non-hit entries in the database (e.g.,
redacting or randomly altering license plate numbers from the data).

Due to fears of re-identification, we might promote the first option: complete
redaction. This option preserves the privacy of innocent motorists as well as the
individual officers. On the other hand, this option also significantly limits the
citizens’ ability to monitor officer use of these systems as only a small fraction of
the overall scans would remain, giving a much less accurate picture of policing
patterns. The second option would maintain a larger corpus of data, for use both by
citizens and the police departments themselves, facilitating data-driven and
predictive policing efforts as well as citizen oversight, but does so at the risk of re-
identification. For present purposes, without a more detailed analysis of the re-
identification risks involved, either of these options represents a drastic
improvement in general practice, especially as these practices are exhibited in the
Minneapolis and Seattle cases.

As a second, and absolutely necessary, step, such anonymized ALPR data
should not be exempted from public disclosure. This normative claim supports
vital interests in government transparency, regardless of whether we opt for
redaction or anonynmization. This policy would allow some oversight through
public disclosure, and would allow the public to conduct an informed debate about
the efficacy and cost of the use of these systems in their communities.

This conclusion, bifurcated into two potential options, admittedly does not
answer the final balancing question completely. Option one does more to protect
privacy than it does to force a right to reciprocal surveillance, and the second
option preserves this right at the risk of re-identification. Neither is therefore
perfect, but both are better than what generally exists at present. Importantly, there
are strong reasons to push back against the trend to pull a curtain of secrecy over
ALPR data all together. This privacy-weighted conclusion is warranted, to some
degree, by the importance of recognizing greater rights of privacy in public spaces,
especially when it concerns subsequent aggregation and data-mining of otherwise
innocent peoples’ personal information. Modern surveillance technologies make it
incredibly easy for government agents to track individual citizens discretely and
comprehensively for very long periods of time. Court decisions finding that
citizens do not maintain legitimate expectations of privacy in their public
movements and strict application of the third-party doctrine to aggregated forms of
government information gathering need to be rethought and critically examined in
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light of modern technological advances. The unrestricted ability of law
enforcement to engage in mass amounts of geolocational surveillance that captures
the personal information of innocent individuals, including the use of ALPR,
threatens individual privacy and bypasses traditional checks on abusive
government actions. The nature and amount of data available about most people’s
movements—both present and long into the recent past—allows law enforcement
to draw inferences about other personal information, and should be subject to the
probable cause warrant requirement of the Fourth Amendment. The mosaic theory
provides one useful lens and framework for analyzing these sorts of cases. It also
“protects the Fourth Amendment from innocuous erosion by society‘s ready
adoption of such technology” even as governmental “use of GPS devices becomes
a social norm.”"®!

On the other hand, advancing technologies and data-mining potentially offer
law enforcement greater ability to detect, investigate, and prosecute criminal
activity. These concerns for personal information privacy and the efficacy of law
enforcement are both very important in contemporary society. The tensions
between these two legitimate aims is substantial and, in the context of police use of
automated license plate recognition (ALPR) systems, limiting the scope of law
enforcement data retention to protect citizen privacy might also protect the privacy
of the police officers using these systems. Thus, we can serve the interests behind
FOI laws, including the implicated First Amendment rights to gather information
about government conduct, and personal privacy rights by limiting long-term
retention and the sharing of any non-hit license plate information with other
agencies or private companies. The recent practice of the Seattle Police
Department demonstrates an applaudable commitment to transparency and,
combined with more limited data retention, as described above, would provide a
compelling example for managing the risks and benefits of ALPR use.

181. Dickman, supra note 158, at 738.
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